VPN User Guide: Own Device

OWN PC/IaPtOP: WINAOWS....eiiiiieciiieeiie ettt ectee et e et e eetteeeteeeetaeesabeeeebaeesasesebaeeasaeesbesessseesnsesssseesseeanns 2
Pre-Configurations required before 10gging iNto VPN .......cccviiiiiiiiie et 2
JAVA CoNfiUration SEELINGS ..eciiiiiieiiiiiee ettt st e e s sbee e e s sbae e e s sbeee e s sbeeeessneaeessanes 2
USING The VPN ..ttt et e e st e e st e e e s bt e e e e s asteeeeaasbaaeesnbeeeessseeesannseeessnnsenas 2
(0T = =11 =T o N 2
NAVIZAtING YOUT FIlES i e et e e et e e e sata e e e esataee e s nsaeeesnasaneenns 4

[0 = 01U N 4
OWN PC/IaPtOP: IMAC....uiiiuiiiieecieeeteecieeeteete et e steeste e steeetbeebeesteesteesasesasesabeesbeeseesbaesssessseesseeseestaesssesssenes 5
Pre-Configurations required before 10ggiNg iNtO VPN .....coccuiiiiiiiiiii e 5
JAVA Configuration SETLINGS ...ccoccuiiee ettt e e e ette e e e et e e e e ebte e e e eabtaeesebeeeessntaeaesanes 5
Creating a FOIEr fOr VPN @CCESS .....uuiiiieiiieeeeeeee e ettt e e ettt e e e tte e e e e tte e e e sttee e s eaaaeeeenbaeesenseeesensenas 5
61 F = LIV = S 5
(o <=4 o0 [ o PSPPSR PPPUUPPPTPPP 5
NAVIGAtING YOUT FIlES it e e et e e s sata e e e e sabaeeessabaeeeennsaeeenns 7

0= oYU N 9

Information Services 1 February 2020



Own PC/laptop: Windows

These instructions tell you how to setup and install the software required to connect your
own/home Windows PC or laptop to the Heriot-Watt (Edinburgh) VPN

Browser choice is important - use either Internet Explorer (IE) or Firefox
e Do not use Windows 10 Edge Browser or Chrome

Pre-Configurations required before logging into VPN

JAVA Configuration Settings
You must be running the most recent version of JAVA on your home PC

You can download JAVA here (http://www.java.com/en/download)

Edit your JAVA security settings

Go to the Java Control Panel ( Open System preferences — then open Java)
Select the Security tab

Click Edit Site List

Click ADD

Type https://hwvpn.hw.ac.uk in the new row

Click OK

ouAwLNE

Using the VPN

Logging in
1. Open a browser and go to https://hwvpn.hw.ac.uk
2. Click Next

Please |Og in
Log i o

3. Enter your HWU Username and Password
4. Click Login
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http://www.java.com/en/download
http://www.java.com/en/download/
https://hwvpn.hw.ac.uk/

eriot-Watt - VPN Portal

Heriot-Watt - VPN Portal

Log in here to establish a secure connection to your network resources.

Loginto: HW
Username:  studentiest

Password: essssess

5. If prompted click on Allow to run JAVA
6. Click Install at the Secure Endpoint Manager page

) Heriot-Watt - VPN Portal

Secure Endpoint Manager

Click Install to access resource on the corporate network. This process will set up components on your computer used to access the
corporate network and ensure that they are kept up-to-date on this computer.

Clicking Log out will end your session

I

Important: Your personal firewall may ask you to grant permission to this program to access the internet. You must "Unblock” or
“permit” this request for the installation to succeed

e  You will now be logged into the VPN. The access option should be Access: Web

HW - VPN Portal

Access: Web

Welcome to Heriot Watt VPN Portal - provided by Infermation Technology

Filestore

IS Services Filestore

Web Apps

(1 Network Explorer | Personal Bookmarks
Browse a Windows network containing shared files and folders.

|J student - Filestore-3 |

‘[:l Tier 2 - Filstore |

‘D EPS Research Share |

‘D EPS Home Directory |

Intranet Address: Type a URL or network folder name here (ele] Help
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Navigating your files
1. Click Student - Filestore
2. If prompted to run JAVA, select the checkbox and click Run or Allow

nhwac. O~ @& C ) HW - VPN Portal

HW - VPN Portal

My Computer
OO EDURE|SE 6 -| & D] (@] @) 5 | W-seokmarks
/ ffhomefs03/home /studenttest/
o 0| _] Test document for filestore.doc
e HY|
e Qr)
o 51
e T
[ X1

Your drives will be displayed in a new browser tab

e Left panel — your local Windows folders
e Right panel — your HW home (H:) drive

3. Click on the C: drive of your own PC, to see your local folders

e You can drag and drag files from your PC to your HW Home drive or vice-versa

vpnhw.ac.. O~ @

HW - VPN Portal

MyCcmpuIer
OO - |ED JE & 060 -|E DG 08| 5| N-somais

c:\ ffhomefs03/home /studenttest/
SRecyde.Bin IE__]Test document for filestore.doc
Documents and Settings
Intel

LocalStore

MSOCache

Perflogs

Program Files

Program Files {x86)
ProgramData

Recovery

System Volume Information

=) hiberfil.sys
@ pagefile.sys

Log out
e Remember to log out of the VPN when you have finished using it.
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Own PC/laptop: Mac
Follow these instructions on how to setup and install the software required to connect your Mac to
the Heriot-Watt Edinburgh VPN.

Pre-Configurations required before logging into VPN

JAVA Configuration Settings
You must be running the most recent version of JAVA

You can download JAVA here (http://www.java.com/en/download)

Edit your JAVA security settings

ok wnN R

Creating a Folder for VPN access

e Create a new folder called HW WORK in Documents on your MAC.

Go to the Java Control Panel (System Preferences, Java)
Select the Security tab
Click Edit Site List
Click ADD
Type https://hwvpn.hw.ac.uk in the new row
Click OK

This will allow you to access the folder created from your MAC when you connect via the VPN, allowing you to

easily drag and drop files from your HW student home drive to your home MAC PC.

Using the VPN

Logging in
1. Open a browser (Firefox preferred ) and go to https://hwvpn.hw.ac.uk
2. Click Next

HERIOT

Heriot-Watt - VPN Portal

Heriot-Watt - VPN Portal 3¢

+

€ | @ hitpsu/wvpn.hw.ac.uk/__extraweb__realmform?resou ~ ¢

Search

wEe A

Log in to:

HW

Please log in

3. Enter your HWU Username and Password
4. Click Login
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http://www.java.com/en/download
http://www.java.com/en/download/
https://hwvpn.hw.ac.uk/

=)

®O0® /& eriotwan-veNPortal % | +

4 | @ hitps:ihwvpn.hw.ac.uk/__exiraweb__authen?id=/Rval [ Q, Search ﬁ E N 9

Heriot-Watt - VPN Portal

I Please log in

Log in here to establish a secure connection to your network resources.

Loginte: HW
Username: studenttest

Password:  ssessess|

5. Click Allow for JAVA to run or Allow and remember
6. Click Install at the Secure Endpoint Manager page

®O0® /@ periot-wan-vPNPomal x| +

=7

€ | P il ' & nttps:hwvpn hw.ac.uk/postauth/__EPCSemli — @ Q, Search wBA ¥+ A&EO

Allow hwvpn.hw.ac.uk to run "Java"? Continue Blocking

Heriot-Watt - VPN Portal

Secure Endpoint Manager

Click Install to access resource on the corporate network. This process will set up components on your computer,
corporate network and ensure that they are kept up-to-date on this computer.

Clicking Log out will end your session.

it | 1og o |

Important: Your personal firewall may ask you to grant permission to this program to access the intemet. You mu
"permit" this request for the installation to succeed.

e You should now be at the Portal page - the access option should be Access: Web

Information Services 6 February 2020



Navigating your files

1. Click Student - Filestore

HW - VBN Portal \ +

€ | @ | hitps:/fhwvpn.hw.ac.ukiworkplac

Q search B8 A0 =

/elcome to Heriot Watt VPN Portal - provided by Information Technology

Filestore
1S Services Filestore

PISEews I Network Explorer

Browse a Windows network containing shared files and folders.
(1 Tier 2 - Filstore
1 Student - Filestore-2
__1 EPS Research Share

_1 EPS Home Directory

Intranet Address: Type a URL or netwark folder name here

©2015 Dell

Personal Bookmarks o

| co

In the window displayed you can see

e Left panel —your local MAC Folders

e Right panel — your HW home (H:) drive

eo0e File Shares Java Applet

il @ nttps://mwu hw.ac.uk iciauncher?JRE=OK&bmId=5&REMOTEPATH=%2F%2Fhomefs02-my.hw.ac.uk%2Fhome%2F

File Shares

UNIVERSITY

My Computer

HTML Version | Help

€9 Remote Network

(IR A EH A HIES

@6 [@E[E] G« |5 [ N-wokmns
/! //homefs02-my.hw.ac.uk /home/

= /.dbfseventsd 15D xxtest04
@ [ DocumentRevisions-V100
< [.DS_Store

< 1 file

e [ fseventsd

= [ .hotfiles.btree

< / Spotlight-V100

|%* [ Trashes

< ol

< /Applications

%= [AventailConnect

|%* [bin

< /com.apple.mDNSResponder.plist.sonicwall.bk
< [cores

| [dev

| Jetc

|%* fhome

% /home (from old Mac)

% [Incompatible Software

% installer.failurerequests
[ [Library

2. Scroll down the contents in the left-hand panel (if necessary) and select /Users

= my computer

€9 Rremote Network

e &= (I =&

L

el [E=

UE e &

|| ~ Bookmarks

%= (home (from old Mac)

% {Incompatible Software

< finstaller.failurerequests

<= /Library

% [net

e [Network

<= [opt

[ /private

<& [sbin

e (System

%= jtmp

% /User Guides And Information
'“#* (User Guides And Information (from old Mac)
= {Users

== fusr

e [var

== [Wolumes

—

7 //homefs02-my.hw.ac.uk/home/
[== /dev 5 xxtest04

e jetc

‘%= (home
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3. Open the Username folder e.g. steviep

E| My Computer

8 Remate Network

EEEEEE R

JUsers

IEIEEIRE R

/fhomefs02-my.hw.ac.uk /home/

I3 colme

I Shared
I steviep
Jocalized

I xxtest04

4. Open Documents folder

@ My Computer

t’ Remote Network

EEEEEIIEEL

fUsers steviep

|S6|- @D J|6E] |« | & | N-eokmarks
/ /homefs02-my.hw.ac.uk /home/

I .bash_sessions.
I=) .cups

I .oracle_jre_usage
I .Trash

I Desktop

|| Documents

I3 Downloads

I Library

I3 Movies

I Music

I Pictures.

I3 Public

= .bash_history
= .CFUserTextEncoding
=] .DS_Store

/= .netExtender.log

I3 xxtest04

5. Open HW Work folder (this is the Folder that you created before logging into the VPN)

My Computer

6 Remote Network

IECIRIAEICIERRL

/Userssteviep/ Documents

& &[- EE) I @] < G| N-sokmrks
/ fhomefs02-my.hw.ac.uk /home/

|1 HW Work
IC RDC Connections
= .DS_Store
Jlocalized

I xxtest04

6. Inthe right panel — open your username folder

My Computer

8 Remoate Network

@& [-[E ] [J[E] =&

JUsers/steviep/Documents/HW Work

@ el &2 d @ [&] & N-swokmrs

//homefs02-my.hw.ac.uk /home/

I dig2

| xxtest04

My Computer

8 Remote Network

[EEEEECCHEE

fUsers fsteviep/Documents /HW Work

e [Eo[d[@E & & [N-skmks

/ fhomefs02-my.hw.ac.uk fhome/xxtest04/

- dig2

I dig2
I digs
I digé
I stevie

You can now drag and drop files from your Mac to your HW Home drive or vice-versa
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Log out

e C(Click Logout to close the VPN connection

HW - VBN Portal +

€ | @ | https:/fhwven.hw.ac.ukiworkplace/access/home

HW - VPN Portal

/elcome to Heriot Watt VPN Portal - provided by Information Technology

Filestore

1S Services Filestore

‘Web s
s 1 Network Explorer Personal Bookmarks -
Browaa 8 Windiows network containing sharod fls. and folders.

[ Tier 2 - Filstore
1 Student - Filestore-2
(1 EPS Research Share

_1 EPS Home Directory
Intranet Address: Type a URL or network folder name here | o 08
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