VPN User Guide: Own Device (Windows)

Staff: Edinburgh Campus
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Own PC/laptop: Windows

Please uninstall your current Sonic Wall VPN client before proceeding.

The instructions on the following pages tell you how to setup and install the software required to
connect your own/home Windows PC or laptop to the Heriot-Watt VPN for ( MFA ) Multi-factor
authentication.

Please read and follow the MFA setup instructions first before proceeding with VPN setup

Remote desktop to your HW PC after VPN login
If you plan to remote desktop to your office PC via the VPN you need to ensure that you leave your
office PC switched on, and you know your office PC name or IP address.

Before you leave the office
1. Leave your HWU desktop PC switched on

2. Make a note of your HWU PC name or IP address — you can get this
information from the About My PC shortcut on your desktop

3. Lock the screen: Start, click the arrow to right of Shut down, click Lock

p** Change account settings

[—3 Sign out

@ Evans, Owen

[ Documents
Pictures
Settings
Power

£ Type here to search

If you have any queries please contact the IS helpdesk (IShelp@hw.ac.uk)

The instructions that follow tell you how to set up your home PC/laptop to access
the HWU VPN.

We recommend that you use the
Windows Client
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Windows Client

There is a 32 bit client and 64 bit client for the Windows OS installation that you can find here:
http://www.hw.ac.uk/is/it-essentials/virtual-private-network-vpn.htm

Edinburgh, Scottish Borders and Orkney campus: Staff @

Managed Laptop

* VPN User Guide: HWU Managed Laptop

Windows devices

* VPN User Guide- Own Device (Windows 10)
Windows 64-bit client
Windows 32-bit client

Install the client
1. Download the client as seen in the above screenshot and save to your desktop -

Double click the HWU VPN Connection shortcut on your desktop S

Click RUN if prompted, then tick the box to agree and Install

The HWU VPN client should install automatically

Click Launch

=

1
|
|

vk wnN

Set up the connection
One installed, you can now set up the VPN.

1. Double click the HW VPN icon on your desktop
Click the ADD configuration icon at the Welcome... window

EG Connect Tunnel - X
SONICWALL CONNECT TUNNEL -
Configuration: |Add configuration "OO )
Status: Disconnected
;3} Connect

3. Enter the name HW Work and enter hwvpn.hw.ac.uk and click APPLY

7% Add Configuration X

Name: ‘HW Work |

=R

Server: [hwypn hw.ac.uk| |

‘ Apply Cancel
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Log in to the VPN

1. Double Click the icon on your desktop to open the HW VPN client
2. Click Connect

7% Connect Tunnel — X
SONICWALL CONNECT TUNNEL 7%
Configuration: | HW Work ~ E

Status:  Disconnected

aﬁ ‘ Cunneﬂj

3. Select HWAzure from the drop-down box, then click OK

2@ Loginto X

Loginto:  HWAzure ‘ ~

4. Now click Connect

EG Connect Tunnel — X
SONICWALL CONNECT TUNNEL 9
Configuration: 'HW Work v E
Status:  Disconnected
;;(.ﬁ Connect

e The Microsoft MFA Login page will pop up
o Please enter your HW { username@hw.ac.uk } and Password
e Then Enter code from the  Mobile App ‘ or froma ‘ Text ‘

To Disconnect
1. Rightclick on the VPN icon in the Notification area
2. Click Disconnect
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Using a Web Browser
Please use the HWU VPN Client as preferred option.

The browser offers an alternative way to log in if there is any reason you cannot use the client — you
should not use both together.

e If you plan to remote desktop to your work PC see the separate user guide
Remote Desktop: Windows for details. (Link at the bottom of the guide)
You must connect to the VPN before you can use Remote Desktop.

The following instructions tell you how to setup and install the software required to connect to the
Heriot-Watt Edinburgh VPN via your browser.

Log in to the VPN
1. Open a browser and go to https://hwvpn.hw.ac.uk
2. Edit the dropdown box to HWAzure and select Next.

im] Please log in x |+

<— O |f| https://hwvpn.hw.ac.uk/__extraweb__realmform?resource=%2

HERIOT Heriot-Watt - VPN Portal

EWAILT

UNIVERSITY

Please log in

Log in to:
Next >

e The Microsoft MFA Login page will pop up
e Please enter your HW { username@hw.ac.uk } and Password
e Then Enter code from the * Mobile App ‘ or froma ‘Text ‘
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3. Click Install at the Secure Endpoint Manager page

& Feriot Watt - VPN Poral %\

Search "B 93 AaO

€) ) @ hitpss/hpnwackipostouth/_EPCSeminterogatortsuccess=<2Fworkpla

il Allow hwvpn.hw.ac.uk to run "Java'?

WALt | Heriot-Watt - VPN Portal

Secure Endpoint Manager

Click Install to access resource on the corporate network. This process will set up components on your computer used to access the
corporate network and ensure that they are kept up-to-date on this computer

29 out will end your session

aaaenl Your personal firewall may ask you to grant permission to this program to access the intemet. You must “Unblock” or “permit”
this request for the installation to succeed

e The Portal page access option should be Access: Full Network Access

- @ ¢|| search. o~

hitpsy//hrven hw.ac.uk/workplace/access/home

Heriot-Watt - VPN Portal B

HERIOT Heriot-Watt - VPN Portal Log out. Help Details
_EEWATT P e
SNS~——

UNIVERSITY

‘Welcome to Heriok Watt VPN Portal - provided by Information Technology
shortcuts, groups, and bookmarks

€ Install Connect Tunnel Personal Bookmarks
et the aest version of Avertd Comnect Tunmel.

Terminal Server - TS04 2.

HW Home - Filestore

HW Shared - Filestore

Research - File Share

Scholar - Filestore

[

EPS Admin Share

Intranet Address: Type a URL or network folder name here Help

© 2020 SonicWall Inc.

H P Type here to search . 10°C Light rain

If the access option is Access: Web re-check your settings and try again.
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Navigating your files
1. You can navigate your remote files (on the HW network) from the portal page e.g.
to display your H: drive, click HW Home - Filestore
to display your S: drive click HW Shared - Filestore

https://hwvpn hw.ac.uk/workplace/access/home - @0 Search. o~

Heriot-Watt - VPN Portal L7

HERIOT Heriot-Watt - VPN Portal Log out Help Details
| | @WATT e Pl Ntk s Vs ek Seson ot 1335

UNIVERSITY

Welcome to Heriot Watt VPN Portal - provided by Information Technology
Shortcuts, groups, and bookmarks

@ Install Connect Tunnel Personal Bookmarks R (=
Gat the ltest version of Aventa Connect Tunmel,

B¢ Terminal Server - TS04 2

™ HW Home - Filestore
8 HW Shared - Filestore

& Research - File Share

& scholar - Filestore

B EPS Admin Share

Intranet Address: Type a URL or network folder name here Help

© 2020 SonicWall Inc.

H £ Type here to search i : &® 10°C Light rain W0 T dx ENG

If you get a pop-up:
Enter your username / password and enter HW for Domain

& HW Home - Filestore - Internet Explorer — o % _

e @ httpsi//hwvpnhwacuk/workplace/a

Heriot-

63KM8&path=smb://homefsd1/homefoeb@hw.ac.uk &

ew/sonicExplorerid=AV13122

Log out Help Details

| Ihomefs01/home. ' S
@ fss__ User: oe6@hw.ac.uk  Session start: 13:39
1

Access to your account on the server
has been denied, please enter your
credentials.

Username:

test123

Password:

Domain:
HW
© 2020 Sonit
H A Type here to search t : ) C Lightrain A~ %0 TJ dx ENG
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Log out
e Click Logout to close VPN connection

Fic Edt View o) Bookmars Toos Help

15 Most Visted ] Suggested Stes @ Getting Started ] Web Sce Galle] € Heriot-Watt Malysia

HW - VPN Portal

‘Welcome to Herlot Watt VPN Portal - provided by Information Technology

Home

15 Services Home
Shortcuts, groups, and bookmarks

Web Apps

@ Install Connect Tunnel

Personal Bookmarks

s anc folors,

3 sample Music

| Torminat sorvor - Ts03

|2 Terminat server - Ts04

|2 1w Home - Fitestore

|23 1w shared - Fitestore
|2 mier 2 - Fustore

[ scholar- Filestore

| EPs Home pirectory

|2 eps Aamin snare

|22 eps Researcn share

Remote desktop

If you are connecting to your HWU work PC by remote desktop - see the user guide

Remote Desktop: Windows

e You must be logged into the VPN before you can use Remote Desktop
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