VPN User Guide: Own Device (Windows)
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Own PC/laptop: Windows

The instructions on the following pages tell you how to setup and install the software required to
connect your own/home Windows PC or laptop to the Heriot-Watt (Malaysia) VPN.

Once connected to the VPN you can access iHR and Finance services, or use remote desktop to
access your HWU desktop PC and your normal work applications and files.

Please note.

Once connected to the VPN you can access these systems direct by going to the following URLs.

iHR: https://ihr.hw.ac.uk

Finance: http://finapp.hw.ac.uk:8000 ( Oracle R12 and Staff iExpenses )

Remote desktop to your HW PC after VPN login
If you plan to remote desktop to your office PC via the VPN you need to ensure that you leave your
office PC switched on, and you know your office PC name or IP address.

Prep for a remote desktop session via the VPN
1. Leave your HWU desktop PC switched on
2. Make a note of your HWU PC name or IP address — you can get this
information from the About My PC shortcut on your desktop
3. Lock the screen: Start, click the arrow to right of Shut down, click Lock

N
< ‘ Notepad

U About My PC

>

Log off
Lock

Restart

Sleep

Hibernate

All Programs

The instructions that follow tell you how to set up your home PC/laptop to access
the HWU VPN.

Depending on your version of Windows, we recommend that you use the
Windows 10 Client ( preferred option )
or the
SonicWALL App (Windows 10)

If you have any queries please contact the IS helpdesk (IShelp@hw.ac.uk)
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Windows 10 : Client ( preferred option )

There is a 32 bit client and a 64 bit client for Windows 10 installation.

To install the client
1. Download the client from
http://www.hw.ac.uk/is/it-essentials/virtual-private-network-vpn.htm

2. Double click the NetExtender Setup shortcut on your desktop
e If prompted click on YES
Click Next

E; Dell SonicWALL NetExtender Setup =1l x|

Welcome to the Dell SonicWALL
NetExtender Setup Wizard

This wizard will guide you through the installation of Dell
SonicWALL NetExtender.

It iz recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

4. Accept the License Agreement
5. Click Next

E Dell SonicWALL NetExtender Setup

License Agreement -
Please review the license terms before installing Dell SonicWALL NetExtender, (‘J

Press Page Down to see the rest of the agreement.

Software License Agreement

| v

PLEASE READ THIS SOFTWARE LICEMNSE AGREEMENT ("AGREEMENT ") CAREFLLLY 4
BEFORE DOWNLOADING THE SOFTWARE. BY CLICKING ON THE "NEXT™ BUTTON

BELOW, YOU INDICATE YOUR. ACCEPTANCE OF THE TERMS OF THIS LEGAL AND

BINDIMNG AGREEMENT AND ARE CONSENTING TO BE BOUND BY AND ARE BECOMING A
PARTY TO THIS AGREEMEMT. IF YOU DO MOT AGREE TO ALL OF THE TERMS OF THIS
AGREEMENT, CLICK THE "CANCEL" BUTTOM AND THE INSTALLATION PROCESS WILL

NOIT CONTINLIF.

If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Dell SonicWALL NetExtender. Click Next to continue.

cept the terms of the License Agreement
| ¢!

o not accept the terms of the License Agreement

7 N\
< Back QNEM} ])[ Cancel
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6. Click Next at Choose Install Location

F jé Dell SonicWALL MetExtender Setup

Choose Install Location
Choose the folder in which to install Dell SonicWALL NetExtender,

Setup will install Dell SonicWALL NetExtender in the following folder. To install in a different
folder, dick Browse and select another folder. Click Next to continue.,

Destination Folder

C:\Program Files (x86)\SonicW ALL\SSL-VPN\MetExtender

Space required: 8.6MB
Space available: 61.1GB

7 N

< Back Mext > D[ Cancel ]

7. Click Install

Dell SonicWALL NetExtender

Shortcuts
Select the shortouts you want to create, (‘;‘J

Create a shortcut on StartMenu.
Create a shortcut on QuickLaunch bar,

Create a shortcut on Desktop,

< Back Install Cancel

8. Click Finish

.+ Dell SonicWALL NetExtender Setup

Completing the Dell SonicWALL
NetExtender Setup Wizard

Dell SonicALL NetExtender has been installed on your
computer,

Click Finish to dose this wizard,

Fun Dell SonicWWALL MetExtender
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Connect to the VPN

Once the client is installed the following connection window will appear automatically.

i A

Server:

Username:
Password:

Domain:

hwumvpn.hw.ac.uk -

tm276

HW staff A

Save user name & password if server allows ®

Enter hwumvpn.hw.ac.uk at the Server prompt
Enter your HWU username and password
Enter HW Staff (this is case sensitive!) in the Domain window
Click Connect

Type this exactly
as shown

©2015 Del Inc.

5. Once connected, minimise this window to your taskbar

SonicWALL ‘ NetExtender

User: Malaysia, Te.. Connected: 0 Days 00:00:11

Status DNS

Server: hwumvpn.hw.ac.uk

Client IP:

137.195.231.10

Sent: 42.68 KB

Received:

74.94 KB

Throughput: 4.30 KB/Sec

% Disconnect

+

© 2015 Dedl Inc.

e If you are remote accessing your HW PC please see the Remote Desktop document.
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To disconnect
1. Restore our NetExtender window S | NetEsencer

2. Click Disconnect

User: Malaysia, Te.. Connected: 0 Days 00:00:11

Server: hwumvpn.hw.ac.uk
Client IP:  137.195.231.10
Sent: 42.68 KB
Received: 74.94 KB

Throughput: 4.30 KB/Sec

® Dl'soonrD

+ i ©2015Delinc.

Next time login
Once you have disconnected you will notice the Dell SonicWALL Extender icon on your desktop.

The next time you want to connect to the VPN simply double click this icon.
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Windows 10 App

Download the SonicWALL Mobile Connect App from the Windows App store and follow the
installation procedures.

Set up the connection

1.

vk wnN

Click on Start and then Settings
Click on Network & Internet
Click on VPN

Click on Add a VPN connection

Select SonicWALL Mobile Connect from the VPN provider dropdown

Connection name: HW work
Server name: hwumvpn.hw.ac.uk

Click on Save

Log in to the VPN

1. Click on WiFi/Network icon in the Notification area
2. Click HW Work
3. Click on HW Work then click Connect
4. Click Next
5. Enter your HWU UserID and password
6. Click OK
7. Close window
Disconnect
1. Click the WiFi/Network icon in the Notification area
2. Select HW Work
3. Click on HW Work and then click Disconnect

HW Work

&

& SonicWALL NetExtender

ﬁ eduroam

A SpeedTouch117741
g

% (e
Y Kg,ﬁuﬁ

9
ﬁ H\,NU‘ Guest

) A ‘i
ﬁ; HWU Wi-Fi Setup

Information Services 7

February 2020



Using Web Browser (not app)

NOTE *

Please download and install the windows Client ( page.2 ) prior to using the Web login portal

The browser offers an alternative way to log in if there is any reason you cannot use the app

you should not use both together.

The following instructions tell you how to setup and install the software required to connect to the
Heriot-Watt Edinburgh VPN via your browser.

Browser

Use Internet Explorer (IE) Only

Pre-Configurations required before logging into VPN

JAVA Settings
You must be running the most recent version of JAVA on your home PC

You can download JAVA here (http://www.java.com/en/download)

Edit your JAVA security settings

1.

ok wnN

Go to the Java Control Panel ( Open System preferences — then open Java)
Select the Security tab

Click Edit Site List...

Click ADD

Type https://hwumvpn.hw.ac.uk in the new row

Click OK

Browser settings for Internet Explorer
Add https://hwumvpn.hw.ac.uk to your trusted sites

1.

2.

Open IE and go to https://hwumvpn.hw.ac.uk

Open the Tools menu @and choose Internet options

Weicome to the Heriot-Watt University Malaysia VPN Portal

3. Select the Security tab, then select Trusted sites in the zone options, then click Sites
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Intenet  Local ntrane

Trusted sites
This zone contains websites that you
trust not to damage your computer or
your files.
Security level for this zone
Allowed levels for this zone: Al
HMedium
- Prompts before downloading potentially unsafe

conten
-Unsigned ActiveX controls wil not be downloaded

[ Enable Protected Mode (requires restarting Internet Explorer)

| Resetalzones to defautlevel |

Defaultlevel |

e Inthe Add this website to the zone: it should say https://hwumvpn.hw.ac.uk

4. Click ADD
5. Click Close

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

hitps:/hwumven. hvw.acuk

Websites:

Custom level... | | Defautlevel |

| Resetall zones to defaultlevel |

[ oc J[ canesl || apply |

a

6. Click OK
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Log in to the VPN

1.
2.
3.

Open your browser and go to https://hwumvpn.hw.ac.uk
Enter your HW Username and Password
Click on Login

@ https://hwumvpnh.. O~ @ & ) hwumvpn.hw.ac.uk

HERIOT

Welcome to the Heriot-Watt University Malaysia VPN Portal

The HWIUM VPN provides easy and secure remote access
to your corporate network from anywhere on the Internet.

Password: ‘--------

Domain: ‘ HW Staff

The VPN NetExtender will start automatically — if prompted, click Yes

Please wait...

Once the NetExtender has started you will be able to see the connection details — minimise
the NetExtender window.

HERIOT

W/ ptions | Help ogout
WAL s | Help | Logo

e ==

Welcome to the Dell So SonicWALL | NetExtender E

Dell SonicWALL's Virtual Office
corporate network from anywhel

User: Vaisysis Te_. Connected: 0 Deys 000015 | |0

Click a pre-gefined bookmark o |

network resource: PP

status | Routes I ONS
Launch NetExtender to create a
full network access
Server:  hwumvpn.hw.ac.uk

NetExtender Client IP:  137.195.231.10 |ork
pU| connectes
a Sent: 32.12K8B
Received: 43.42 KB

= o [l (0 Throughput: 164 bytes/Sec

P Finance
& iHR |
@ Staff Home Network Drive ¥ Disconnect

5 Staff Shared Network Drive!
@ Vision

B wwwhw.acuk vieb (HTTP)

e

o4e & 1 emmoum |

© Netextender %

Status: Connected

sk

Server: hwumipa b,
1P: 13719523110
Sent: 499 KB

Received 121 KB
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You will now be logged into the VPN and the following screen will be displayed

&« E ) https/hwumvpnh. O~ @ & | ) hwumvpn hw.ac.uk
HERIOT
-] ALl

Welcome to the Dell SonicWALL Virtual Office

Dell SonicWALL's Virtual Office provides easy and secure remote access to the
corporate network from anywhere on the Intemet

Click a pre-defined bookmark or create your own to securely access a corporate

Options | Help | Logout

User: Malaysia, TestStaff  Session Status: Active

TipsiHelp

How can | change my password?
You may be able to change your

network resourc

€.

Launch NetExtender to create a secure network connection to the corporate network for
full network access

password through a Remote Desktop
session or a webpage. Please contact
your administrator for specific
instructions.

NetExtender
Disconnected
Click to connect

2]

What is NetExtender?
NetExtender creates a secure network
connection, allows you to access
network resources (servers and
websites) as if you were on the local

File Shares
Browse shared files on your corporate
network.

&% Finance

network.

show Edit Controls | What is File Shares?

File Shares allows you to remotely

LodL U access files in the local network. You

& HR

Secure Web (HTTPS) can also copy files from your remote

&3 Staff Home Network Drive

computer to the local network.
File Shares Java Applet

&3 Staff Shared Network Drive

File Shares Java Applet

&Y Vision

Web (Extemal Web Site)

&9 www.hw.ac.uk

Web (HTTP)

iHR and Finance

Click on the Finance or iHR bookmarks to open the applications.

HERIOT

TWATT

P UNIVERSITY

2

7

(example: RSCOTT)
*Password

*User Name

(example: 4u95v23)

| Login || cancel
Accessibil

Select a Language:
English

Your login to iHR is the same as your normal Heriot-Watt username and
rd.

password.
If you have forgotten your password you can use this link to reset it.
Forgot Password
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Staff Home Drive

Click Staff Home Network Drive bookmark — to display your folders

o |f prompted click on Allow to run JAVA

Your drives will be displayed in a new window

o Left panel: your local computer

e Right panel: your HW Home (H:) drive

(—; (=) https//hwumvpnh.. 2~ @ & | &) hwumvpn.hw.ac.uk

es Java Applet - Internet Explorer

HERIOT
BRWALL File Shares
UNIVEREEY

My Computer

HTML Version | Help

6 Remote Network ]

OO- D JRIsE

c:\

<) p}.“g}&‘@ uﬁ‘(ﬁ‘ @m-awmarks
Jfhomefs0 Lmy.huv.ac.uknome

) $Recyde Bin I tm276
) Documents and Settings
) Intel
) Localstore
) MsOCache
Perflogs
\) Program Files
Program Files (x36)
\3) ProgramData
|3 Recovery
|3 System Volume Information
I3 Temp
|5 Users
Windows
[ hiberfil.sys
=] pagefile.sys

e You can drag and drop files from your PC to your HW Home drive or vice-versa

The other options on the screen are shortcuts and tips/help.

Log out
1. Disconnect from NetExtender
2. Click Logout

HERIOT
BYWAL'L

W Netbxtender
Se WALL | NetExtends
Welcome to the Dell Sol one “lixenger o
Dell SonicWALL's Virtual Office Conmetted =
 Malsysi. T 1
Corporate network from anywhe S Te SONSIIEIN N ki?
Click a pre-gefined bookmark o 19
network resource P
Status Routes I DNS act
Launch NetExtender to create a
ull network access. |
Server:  hwumvpn.hw.ac.uk
NetExtender Client IP:  137.195.231.10 }fork
| Connectea
Zad Sent: 32.12 K8
4
Received: 43.42 KB
Throughput: 164 bytes/Sec
All Bookmarks | Web || Filed
& Finance Ik
& iHR e
€ Staff Home Network Drive
5 Staff Shared Network Drive!
g +s0 4 | exiDame
P Vision
© Netextender % X

Remote desktop

If you are connecting to your HWU work PC by remote desktop see MS Remote Desktop Client for
Windows. You must be logged into the VPN before you can use Remote Desktop.
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