VPN User Guide:
Contractors & External Users
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Windows 10 Client

There is a 32 bit client and 64 bit client for Windows 10 installation.

Install the client
1. Download the client from
http://www.hw.ac.uk/is/it-essentials/virtual-private-network-vpn.htm

2. Double click the Sonicwall VPN Connection shortcut on your desktop

3. Click Yes when prompted

Set up the connection
One installed, you can set up the VPN.

1. Double click the Sonicwall VPN icon on your desktop 2.

Click Next at the Welcome... window

Welcome to Dell Secure Mobile Access
VPN Setup Wizard

This wizard helos you set u your VPN network cornection,
You can use the VPN to securely access network resources

(such as corporate e-mal, applcatons, and fie servers)
from a remote locaton.

Secure Mobile
Access
To conbrue, chok Next.

3. Enter hwvpn.hw.ac.uk in the host name field and click Next

VI Connection -
1 What i the applance host rame or I address? | &

s
693 for the VPN server 1o which you ere comnexting:
( Frovpr b, .k
For FTED TGt enter vpn.examle. com or 199,57.0.0.

= ,,C*,,, ;7)‘ —

4. Select Contractors from the dropdown, if support contractor —
click Next or

Select External User from the dropdown, if External User — click Next

.

ngsetup6d...
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Dell VPN Connection
What s the loon growo?

Select or type the group name your .
Dy S A e T

togongroups

Celect o ente yourlogn reup from the it

ek the Refresh btton to updnte the kst o the applance.

7~ N\ 1
e ) [ )

5. Click Finish to exit the wizard

Finished

You have successSlly completed the bas steos needed to
create your VN network connection,

Advanced Setup
To rewew o change the VPN connest propartes, didk
Progeres.

[ Propertes |

Secure Mobile
Accesy
QW Frish 1o ext the wizard.

[ <o (L o ) concr ]
N2
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Log in to the VPN o]
1. Double click the icon to open the VPN connection guvpm

Connection

2. Enter your HWU username and password

3. Click Connec

- | Dell VPN Connection

Secure Mobile Access ‘ Connect Tunnel

Log in here to establish a secure connection to your network resources.

< Username:
Password:

o 1 ot ) (g ] [0

* The dialog box will show that you are connecting to the VPN
Dell VPN Connection ’ ‘

-
L_g Connecting...

* Once connected, the VPN icon will display briefly in the Notification area indicating that it
has connected

0 Dell VPN Connection »

Centmctee
Sacuty Tone Delmd ore

Disconnect
1. Rightclick on the VPN icon in the Notification area

2. Click Disconnect

Now open the Remote Desktop client or SSH shell to connect to the server
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Windows 10 App

Download the SonicWALL Mobile Connect App from the Windows App store and follow the
installation procedures.

Setting up the VPN connection

1.

vk w N

Click on Start and then Settings
Click on Network & Internet
Click on VPN

Click on Add a VPN connection

Select SonicWALL Mobile Connect from the VPN provider dropdown Connection

name: heriot-watt

Server name: hwvpn.hw.ac.uk

Click on Save

Log in to the VPN

1. Click on WiFi/Network icon in the Notification area a0 herictwat
2. Click heriot-watt &y Aventail VPN Connection
3. Click on heriot-watt then click Connect Dell VPN Connection
4. Click Next
= SpeedTouch! 17741
5. Enter your HWU UserID and password ‘
6. Click OK Seaured.
7. Close window luaazti
0. HWU_Guest
Disconnect .
1. Click the WiFi/Network icon in the Notification area P
2. Select heriot-watt —
3. Click on heriot-watt and then click Disconnect
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Apple Mac App

Download the SonicWALL Mobile Connect App from the Apple store and follow the
installation procedures.

Setting up the VPN connection
5

ey
Conrat

Open the App e

SoncWALL Mobide Connect

SONICWALL> Mobile Connect

T oo

Connection: Add connection... i

Status: No connection selected

2. Highlight Add Connection
3. Hit [Return]

] SonicWALL Mobile Connect

SONICWALL™> Mobile Connect

vortor

(TR ¢ Add connection.. |

Status: No connection selected

1.

4. Enter the Name and Server details in the dialog box

* Name: heriot-watt
*  Server: hwvpn.hw.ac.uk
5. Click Next

SonicWALL Mobile Connect

adress for a new VPN connection.

Cancel @

Connection: Add connection., [N - )

Status: Disconnected

Connect
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6. Click Connect

LJ SonicWALL Mobile Connect

SONICWALL> Mobile Connect

" Connection  JYIUHCY

Connection: heriot-watt B F

Status: Disconnected

7. Select Contractors from dropdown, if support contractor- Click Next or
Select External User from dropdown, if external user — Click Next

SonicWALL Mobile Connect
Selecta real

cancel | (N

Connection: heriot-watt

Status: Connecting...

Cancel Lo

8. Enter your Username and Password 9. Click Login

SonicWALL Mobile Connect

Log In to establish a ‘connection to your network

-

Connection: "oriot-watt
Status: Connecting...

Cancel 3,

*  You are now connected to the HW Edinburgh VPN

L SonicWALL Mabile Connect

SONICWALL> Mobile Connect

I Morior

Status: Connected

Disconnect

Disconnect
e Remember to disconnect from the VPN via the SonicWALL App when finished
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@ SonicWALL Mobile Connect

SONICWALL> Mobile Connect

onnection ILLALCS

Connection: heriot-watt

Status: Connected

Information Services 8 February 2020



Browser — Alternative login

The browser offers an alternative way to log in if there is any reason you cannot use the APP — you
should not use both together.

The following instructions tell you how to setup and install the software required to connect to the
Heriot-Watt Edinburgh VPN via your browser.

On your PC/laptop

Install the most recent version of JAVA
You can download JAVA here http://www.java.com/en/download

Edit your JAVA settings
1. Go to the Java Control Panel (open System preferences — then open Java )
Select the Security tab
Click Edit Site List
Click ADD
Type https://hwvpn.hw.ac.uk in the new row
Click OK

ok~ w N
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Using the VPN
Login to VPN

1. Open a browser (Firefox preferred) and go to https://hwvpn.hw.ac.uk

2. Select Contractors from dropdown, if Support Contractor - Click Next or
Select External User from dropdown, if External User — Click Next

®ce @  Heriot-Watt - VPN Portal -

€ | () & ntips://hwvpn.hw.ac.uk/__extraw

(8] Most Visited ~ @ Getting Started G Google

i @UNWHRSHV

Pleasa !~ I

Loginto: = Contractors B

3. Enter your HW Username and Password 4. Click Log in

®0® /O riot-wan - vonPonal +
€ D8 m wvpn W.BC.uK/_axtraweb_authen? WaAMOrM24%308 WOrKDIAT eR 050 2Fwerkplace%2F ]
(& Most Visited = @ Getting Started G Google.

Log in here to establish a secure coNNECtion 1o your network resources.

ofinto:  Contractors

Usemame: |

Password

Change password @

* If prompted click on Allow to run JAVA
5. Click Install at the Secure Endpoint Manager page

58 /3 jusorwm- vnpenal +

€ OrEa Bzt

[ Most¥ses + @ GettimgSiwted G Googe

IR (OIW Heriot:Wat - VPN Porta
HWALT

Secure Endpoint Manager

Céck Install fo access resource on the corporate network. This process wil set up components on your computer used 10 access the
corparate network and ensure that they ae kegt up-io-date on this computer.

jour personal firewall may ask you 10 grant permission 1o this program %o acoess the internet. You must "Unblock” o
“permt’ this request for the instaliaon 1o succeed
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https://hwvpn.hw.ac.uk/
https://hwvpn.hw.ac.uk/

ene ot +
¢ HpEma n P ac. ik work . Fromehaly x > o
(@) Most Visted - ) Getting Started & Google
HERIOT EEEaE v =
ARG
P EEE——A—S—S—MS—S—>5S5—5S—aalM
Secure Endpoint Manager
Classitying zone.
T
* The Portal page access should be Access: Full Network Access
ene /o HW - VPN Portal < \ +
€ (O @  nttps://hwvon hw.ac.uk/workploce/access/home (] wE

(8] Most Visited ~ @ Getting Started G Google

HW - VPN Portal

Weicome to Heriot Watt VPN Portal - provided by i gy

Home
Shortcuts, groups, and bookmarks

Personal Bookmarks

Intranet Address: Type a URL or netwerk folder name here m Help

You are now connected to the VPN.

If this shows Access: Web please re-check your settings and login.

Log out
* Click Logout to close VPN connection
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